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Abstract – Quantum secure direct communication is one of the major branches of quantum
cryptography, which sends secret information through a quantum channel directly without setting
up a prior key. Over the past decade, numerous protocols have been proposed, and some of
them have been experimentally demonstrated. The two-way protocol is seen as one of the most
practical protocol; in this paper, we present the security proof of the two-way quantum secure
direct communication protocol when the noisy and lossy channel is taken into account.
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Introduction. – Quantum communication enables two
remote parties to share secret information securely over
a long distance [1]. Since the pioneering protocol was
presented by Bennett and Brassard [2], different modes
of quantum communication have been developed, such as
quantum key distribution (QKD), quantum secret sharing,
quantum secure direct communication (QSDC), quantum
teleportation, quantum dense coding, and so on [2–6].

QSDC is one of the important modes of the quan-
tum communication; in contrast to QKD, QSDC sends
secret information directly through a quantum channel
without setting up a prior key, which eliminates fur-
ther security loopholes associated with key management
and ciphertext attacks [7]. Since the first QSDC proto-
col was proposed [4], it has become one of the hot re-
search topics in quantum communication over the past
decade [8–19]. To the entanglement carriers, in 2003,
Deng, Long and Liu proposed the two-step QSDC proto-
col where the criteria for QSDC were explicitly stated [20].
QSDC protocols based on high-dimensional entanglement,
multipartite entanglement, and hyperentanglement were
developed [21–25]. To the single-photon carriers, the first
QSDC protocol was proposed in ref. [26], the so-called
DL04 protocol; its feasibility had been demonstrated
in [27–29]. Wei Zhang et al. carried out a QSDC ex-
periment with quantum memory [30]. Ruoyang Qi et al.
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implemented the experiment with the help of low-density
parity-check code [31]. In addition, protocols of quantum
signature, quantum dialogues, and quantum direct secret
sharing have been constructed based on QSDC [32–34].

In the practice, the channel loss and noise would cause
errors of the information when each information bit is
encoded in an individual photon [35]. Therefore, the
QSDC protocol which uses a block transmission technique
was proposed by Long and Liu, in which the quantum
information carrier such as single-photons or Einstein-
Podolsky-Rosen entanglement pairs are transmitted in
blocks [4]. However, if the quantum channel is a noisy
channel, Eve can always gain a certain number of qubits
by hiding her presence in the channel noise. The informa-
tion leakage may be eliminated by using quantum privacy
amplification [36]. Unfortunately, quantum privacy am-
plification ruins the direct communication picture as it
involves the merger and order reshuffling of qubits.

An efficient way to implement QSDC in the noisy and
lossy channel is to use the forward error correction (FEC)
code. In previous works, a FEC code, named frequency
coding scheme, was used in the two-way QSDC [37–42] to
overcome the channel loss and noise [27,43]. In this work,
we present a security proof of the two-way QSDC protocol.

Modified two-way QSDC protocol. – Suppose that
Alice is going to send a secret message M to Bob. The
modified two-way QSDC protocol works as follows.
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1) Qubits preparation. Bob prepares a block of qubits,
each of them is randomly in one of the four states |0〉,
|1〉, |+〉, and |−〉, where |0〉 and |1〉 are the eigenstates
of the Pauli Z operator, and |±〉 = (|0〉±|1〉)/2 are the
eigenstates of the Pauli X operator. Then Bob sends
the qubits to Alice, Alice acknowledges this fact.

2) Encoding. Alice randomly selects part of the qubits
for attack detection (control mode). Alice measures
the qubits by randomly choosing the X or Z bases.
Then the measurement bases and results are an-
nounced through a public channel. Alice and Bob
throw away the cases if different bases were used. The
remaining cases are kept for estimating the error rate.
If the error rate is higher than the pre-set thresh-
old, they will abort the communication. Otherwise,
the remaining qubits are used for encoding (encod-
ing mode). Alice firstly executes data compression
for the secret message, then encodes the message on
a codeword with a FEC code [44], and sends it to
Bob. The coding scheme is pre-negotiated and prop-
erly designed according to the error rate measured in
the control mode. Here, bit 0 is encoded with the
identity operation I = |0〉〈0| + |1〉〈1| and bit 1 with
U = iσy = |0〉〈1| − |1〉〈0|.

3) Decoding. Bob measures the qubits on the same ba-
sis he used for preparing the qubits and decodes the
message.

In this modified two-way protocol, before encoding the
secret message on qubits, Alice firstly executes data com-
pression, and the FEC code is used for encoding. We
will show that they are necessary for the security of
transmission.

Security analysis. – The security analysis in this sec-
tion draws on the work in refs. [45–48].

In step 1) of the above protocol, the state Bob pre-
pared is a complete mixed state, the density operator
ρB = (|0〉〈0| + |1〉〈1|)/2. To know Alice’s encoding op-
eration, Eve has to figure out the quantum state before
and after the encoding. Therefore, Eve has to attack
the qubits on both the channel M1 (Bob→Alice) and M2

(Alice→Bob). Eve’s most general operation can be de-
scribed by a unitary operation together with an ancilla

U |0〉|ε〉 = c00|0〉|ε00〉 + c01|1〉|ε01〉,

U |1〉|ε〉 = c11|1〉|ε11〉 + c10|0〉|ε10〉,

U |+〉|ε〉 = c++|+〉|ε++〉 + c+−|−〉|ε+−〉,

U |−〉|ε〉 = c−−|−〉|ε−−〉 + c−+|+〉|ε−+〉, (1)

where cij , (i, j = 0, 1,+,−) are non-negative real numbers,
|ε〉 represents Eve’s ancillary state. After Eve’s attack in
the main channel M1, the joint state of the qubits and
Eve’s ancillas is

ρBE
M1

= U(ρB ⊗ |ε〉〈ε|)U. (2)

In the encoding mode, instead of encoding random num-
bers on the qubits just like QKD, in QSDC, secret in-
formation is encoded on the qubits directly, which may
decrease the entropy of the qubits. For instance, the
maximum entropy of a 26 character source is Hmax =
log2(1/26) = 4.7 bit/symbol. However, the English lan-
guage makes uneven use of characters. The entropy
H ≈ 4.2 bit/character, therefore the efficiency of the al-
phabet is around 0.89. In our protocol, we assume that
Alice encodes 0 and 1 on qubits with probability P0 and
1−P0, respectively. The joint state of the encoded qubits
and Eve’s ancillas becomes

ρABE = P0|0〉〈0| ⊗ ρBE
M1

+ (1−P0)|〉〈1| ⊗UρBE
M1

U†. (3)

According to Shannon’s information theory, in the asymp-
totic scenario, one can always find a coding scheme for
data compression to make P0 arbitrarily approach 1/2. As
we described in step 2), data compression is implemented
before encoding, therefore, without loss of generality, here
we assume P0 = 1/2. After Alice’s encoding operation, the
encoded qubits are sent back to Bob. The security capac-
ity Cs is bounded by the conditional entropy of qubits that
Alice sends to Bob given the quantum information of Eve,
Cs = S(ρA|ρBE), where S(ρA|ρBE) = S(ρABE) − S(ρBE).
Given that, the secrecy capacity per qubit is

Cs = 1 − h(ξ), (4)

where ξ = c2
++ − c2

01, and h(x) = −x log2 x − (1 − x)
log2(1 − x) is the binary Shannon entropy function. Here
we assume that c2

++ = c2
−−, c01 = c10 and c2

00=c2
11.

For practical quantum channels, channel loss and noise
should be considered. In the control mode, Alice and Bob
estimate the error rate in the main channels M1. Here we
assume that the error rate in the main channel M2 is the
same as in the channel M1. Actually, since the main chan-
nels M1 and M2 could be the same fiber link, the polariza-
tion drift would be compensated automatically, therefore
the error rate at Bob’s side should be even smaller. In the
asymptotic scenario, the secrecy capacity per qubit is

Cs ≤ {t(1 − h(e)) − t1h(ξ)}, (5)

where t1 = 10−αL/10 is the transmittance of the main
channel M1, α is the fiber attenuation coefficient, L is the
length of the main channel M1 · t = t1 · t2, and t2 = t1 is
the transmittance of the channel M2. Figure 1 presents
the relationship of the secrecy capacity and the communi-
cation distance for different error rates. It shows that, in
the two-way QSDC protocol, the communication distance
is sensitive to the error rate measured in control mode, the
maximum communication distance decreases rapidly with
the increase of the error rate.

Discussion. – According to Shannon’s information
theory once the secrecy capacity Cs > 0, Alice can al-
ways find out a code scheme to transmit a secret message
over the quantum channel with security and reliability.
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Fig. 1: Secrecy capacity vs. communication distance. Here we
set the fiber attenuation coefficient α = 0.2 dB/km.

In step 2) of the protocol, after the data compression,
Alice collects K bits M out of the data stream. Then she
maps M onto a codeword X of length N(N > K). As-
sume the main channel is a binary symmetric channel with
crossover probability p(1|0) = p(0|1) = q and also a binary
erasure channel with erasure probability 1 − t. If the en-
coded qubits are lost during the transmission, Bob knows
nothing about Alice’s encoding operation. Therefore, af-
ter the transmission of the main channel, the entropy per
qubit is

HB = t[−q log q − (1 − q) log(1 − q)] + (1 − t). (6)

The codeword X is constructed by N qubits, which can be
seen as a point in an N -dimensional Hamming space. At
the receiving end, it changes to a Hamming sphere Y be-
cause of channel loss and noise. Only 2K vectors out of 2N

possible vectors are used as typical codewords. Properly
choosing the codewords could detect and even correct the
error bits. In order to decode the message correctly, the
Hamming distance d of each codeword should be bigger
than NHB ; in addition,

2NHB · 2NR ≤ 2N . (7)

That is

0 ≤ R ≤ C ≡ 1 − HB , (8)

where R = K/N is the transmission efficiency, C is the
channel capacity. Intuitively, in a very high dimensional
binary space, while two spheres of radius r whose centers
are a distance d apart have a non-zero volume of intersec-
tion for any r greater than d/2, the fractional overlap is
vanishingly small provided that r < d. According to the
noisy-channel coding theorem, when N → ∞, if R < C,
there always exists a coding scheme such that the infor-
mation can be transmitted over the channel with an arbi-
trarily small frequency of errors.

Because of channel noise of the main channel M1, part of
the qubits may leak to Eve as we discussed above. There-
fore, Eve can be seen as a receiver connected by a channel
with erasure probability 1 − tE , which means Eve knows
N · tE qubits of information. To consider the worst case,
Eve uses a channel without noise and loss. The amount of
information about the qubit sequence that Eve can get
is limited by the error rate in the control mode. The
Hamming radius of her Hamming sphere is NHE/2, where
HE = 1− tE , and the Hamming radius of Bob’s Hamming
sphere is NHB/2. To transmit information securely and
reliably, the Hamming distance between each codeword
that Alice used for encoding must be bigger than NHB .
To transmit information securely, the following condition
must be satisfied:

N · HE

N · HB
> 2. (9)

The condition of eq. (9) assures the secret bit rate could
be positive.

When the radius of Eve’s Hamming sphere is three
times that of Bob’s, Eve cannot distinguish adjacent typi-
cal codewords; here the adjacent typical codewords means
the typical codewords which has the shortest Hamming
distance. Although the maximum transmission capacity
of the main channel is NR, to guarantee the security of
information transmission only one bit of the secret mes-
sage could be encoded on the block, and the information
bit should be encoded on the adjacent typical codewords.
With the increase of the radius of Eve’s Hamming sphere,
more information bits could be encoded on the block of
qubits. The mean secrecy capacity per qubit is

Cs = HE − HB . (10)

The highest efficiency could be achieved when tE =0 and
t = 1. If t < 1, the security of information transmission is
guaranteed at the expense of encoding efficiency. This is
similar to the privacy amplification in the QKD.

Comparing with quantum key distribution. Compared
with the QKD protocol, the QSDC protocol shows some
advantages and disadvantages. Firstly, in the QSDC pro-
tocol, a FEC code is needed for secure information trans-
mission; here, the FEC code can also be seen as one of
the privacy amplification methods. The difference of FEC
code with the privacy amplification method used in the
previous QKD protocol is that the FEC code combined
the privacy amplification, error correction and one time
pad all together. For ideal cases, the error rate could
be set to zero, and one time pad would not change the
security capacity, therefore the security capacity of the
two-way QKD protocol and two-way QSDC protocol with
FEC code should be the same. Secondly, all the QSDC
protocols could be used as QKD protocols, one just need
to replace the secret message with a sequence of random
numbers. However, not all the QKD protocols can be used
as a QSDC protocol, which means QSDC has the poten-
tial to perform the task the QKD cannot do, for exam-
ple building up the full quantum network. Furthermore,
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QSDC does not need complicated key management and
also post processing. Nevertheless, there are also some
disadvantages for QSDC compared with QKD. For exam-
ple, in QSDC, a FEC code is needed which may not be
easier than the post processing in QKD. Besides, in QKD,
one just needs to care about the qubits that are detected
by the receiver; the lost qubits would not be used to gen-
erate key, therefore the mutual information between Alice
and Eve decreases with the length of the communication
distance just like the mutual information between Alice
and Bob. However, in QSDC, since the secret message
is encoded on the qubits, one should care about the en-
coded qubits that are sent out. For instance, the channel
M1 and M2 is a noisy and lossy channel, which means
the mutual information I(A;B) would decrease with the
length of the channel; however, Eve’s channel could be a
lossless channel, that is, the mutual information between
Alice and Eve would not change with the length of chan-
nel M2. This would make the secrecy capacity of QSDC
decline faster than QKD with the increasing of the length
of the channel. From this perspective, QKD may have
longer communication distance than QSDC.

Conclusion. – In this paper, the security proof of the
two-way QSDC protocol is given. It shows that data com-
pression and a FEC code are necessary steps for practi-
cal QSDC. Our work could be extended to other QSDC
protocols.
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